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1
Decision/action requested

This contribution proposes a solution for protecting the SQN during a re-synchronisation procedure for AKA
2
References

[1]
3GPP TR 33.846 Study on authentication enhancements in 5G System  
3
Rationale

During a re-synchronisation procedure in AKA, the SQNMS that is returned to the network is protected by keystream derived from the long-term key and RAND. This means if multiple re-synchronisation procedures are run based from the same AVs, e.g. an attacker trying to find out information about the value of SQNMS, then the same keystream will be used each time. 
To overcome this issue it is proposed that the AKA functions should be modified to have the possibility of MACS as an input to calculate AK for the re-synchronisation case. 
This contribution proposes a pCR containing such a solution. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
1
Scope

The scope of this study is the following

· key issues, potential security requirements and solutions of how to enhance the authentication process to ensure the security of session anchor keys in case the long-term key is leaked.

-
key issues, potential security requirements and solutions of how to mitigate the linkability attacks
-
key issues, potential security requirements and solutions of how to mitigate the impacts of potential DDoS threats due to concealing the SUPI. 
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]
3GPP TR 33.102: "3G Security; Security architecture".
**** NEXT CHANGE ****
6.X
Solutions on re-synchronisation in AKA
6.X.Y
Solution #X.Y: Using MACS as freshness in the calculation of AK
6.X.Y.1
Introduction

This solution addresses the key issue #X.Z
.
6.X.Y.2
Solution details
This solution adds MACS as an input parameter to the calculation of AK in the case of synchronisation failure for AKA. 

NOTE 1: As MACS is calculated using SQNMS, this ensures that a fresh input is used for the calculation of AK in a re-synchronistaion. 
NOTE 2: The use of MACS would be up to the operator as it is used in their HLR/HSS/ARPF and UISM. 
The calculation of the AUTS parameter for re-synchronistaion is described in clauses 6.3.3 and 6.3.5 of TS 33.102 [xx]. In terms of the modifying that clause, this solution would require replacing the concealed value of the counter SQNMS, i.e. Conc(SQNMS), as follows; 
Conc(SQNMS) = SQNMS (  f5*K(RAND, [MAC-S])
and also modify the figure in clause 6.3.3 to the figure below.
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Figure 6.X.Y.2-1: Modified construction of the parameter AUTS
6.X.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

**** END OF CHANGES ****

�This is the key issue in S3-191907
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